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Physical credit cards 
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skimming.
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digital payments 

security
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Digital wallets are a secure 
alternative to physical 

cards.

Because of the FaceID, 
Fingerprint, and on-device 
encryption mechanism…

Our view of the 
digital payments 

security



What if I told you…
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An attack can add 
your stolen card to 
their wallet
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An attack can add 
your stolen card to 
their wallet

What if I told you…
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& use it even 
after you lock 
or replace it.
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Digital Payments – Classical Way
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Blackbox 
Process

EMV (Europay, Mastercard, VISA)
Protocol

4000 0012 3456 7899

PAN
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Blackbox 
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Blackbox 
Process

EAAA AABC DEFG HIJJ

• Securely store the 
card number

• Virtual number (token) 
for payments

• Multiple devices
• Multiple users

Explore critical stages 
of the process!

Digital Payments – Digital Wallets

Token



Critical Procedures

Card Replacement

Cardholder Verification

User Authentication



Khwarizmi
Lab

In Wallet We Trust - USENIX Security’24

User Authentication

Authenticated
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User Authentication

Authenticated

How does the cardholder’s identity link to the digital wallet?
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User Authentication
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Cardholder adopts multiple 
identities across the ecosystem:
• Cardholder ID 

• Banking ID

• Device ID

• Wallet ID

Missing strong mapping across identities because of the distributed ecosystem.
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User Authentication
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• Knowledge-based Authentication (KBA)
• Billing Address
• ZIP Code
• Date of Birth
• Last four digits of ID (e.g., SSN)

• Multi-factor Authentication (MFA)
• SMS
• Call
• Email

ConnectionInit

CapabilityEnquiry

CapabilityInformation

Banks delegate the choice of 
authentication method to the wallet.

Missing strong mapping across identities because of the distributed ecosystem.



Khwarizmi
Lab

User Authentication
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Banks delegate the choice of authentication method to the wallet.

KBA

PayPal Apple Pay

Delegation of authentication allows an attacker to add a stolen card to their 
wallet using weaker authentication.

KBA

MFA
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Card Lock – Physical Card vs. Digital Wallet

Card Issuer 
Banks Physical Card Wallet (one-

time)
Wallet 

(Recurring)

AMEX   

Chase   

Discover   

US Bank   

Citibank   

BoAmerica   

In Wallet We Trust - USENIX Security’24
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Banks have established an unconditional trust with digital wallets. 

How to secure a lost card?



Critical Procedures

User Authentication

Card Replacement

Cardholder Verification
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26



Khwarizmi
Lab

In Wallet We Trust - USENIX Security’24

Card Replacement
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Card replacement 
request:
• Card Stolen
• Card Corrupted
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Token remains active

No Authentication

Card Replacement
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Card replacement 
request:
• Card Stolen
• Card Corrupted

Compromised 
Wallet

EMV® Payment Tokenisation: A Guide to Use Cases v2.1 (§10.7) 



Critical Procedures

Card Replacement

Cardholder Verification

User Authentication
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Cardholder Verification Methods 
(CVMs)
• Offline PIN
• Online PIN
• Signature
• ZIP Code
• Consumer device CVM (CDCVM)

Cardholder Verification

CDCVM: unlock wallet app using fingerprint or face recognition to make transactions.
≠ ≠ 

EMV® Integrated Circuit Card Specifications for Payment Systems: Book 4 (§6.3.4) 

Terminal performs no CVM.
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Ethical Considerations

In Wallet We Trust - USENIX Security’24
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All the tests were conducted on the authors’ devices using own credit 
cards.

No financial liability on the banks, wallets, or merchants.

No attempt to defraud another digital wallet user.

All the findings have been responsibly disclosed to all the concerned 
banks and wallets.
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Summary

• Banks have unconditional trust on the 
digital wallets

• Missing binding of cardholder identities 
leads to weak authentication.

• Card replacement in wallet does not require 
user authentication.

• In-device cardholder verification does not 
verify the cardholder.

In Wallet We Trust - USENIX Security’24 34
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Follow our research
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